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Chapter 1 - Introduction

1.1 - Purpose

(V) The following documentation is informative. The actual Schematron files are the normative
record. This documentation is generated from the Schematron files via XSLT it may be missing
some file or pieces of a file but whatever is here other than titles came from the original file.

(V) It is envisioned that this will be a useful resource to search and read but for questions and
debates the source files should be consulted.

(U) Rules identifiers are all of the format OC-NTK-ID-XXXXX, with rule files named OC-
NTK_ID_XXXXX.sch. Any other heading indicates a supporting file that may strongly influence a
rule but is not actually a numbered rule.

This document has been approved for Public Release by the Office of the Director of
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Chapter 2 - Rules

All of the numbered Rules for OC-NTK are listed in this section. These rules may depend
strongly on patterns defined in the Abstract Patterns section or on variables defined in the
Schematron Schema section.

This document has been approved for Public Release by the Office of the Director of
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2.1 - JIRules/OC-NTK_ID_00001.sch

Rule Description: OC-NTK-ID-00001 [OC-NTK-ID-00001][Error] The OC-NTK Profile DES must
be [guide://2020/oc-ntk.des.v1].

Code Description: For every ntk:ProfileDes element of an ntk:AccessProfile that has an
ntk:AccessPolicy of [guide://2020/oc-ntk.aces], the ntk:ProfileDes must be [guide://2020/oc-
ntk.des.v1].

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="0OC NTK-1D- 00001" >

<sch:rul e
cont ext =" nt k: AccessProfil e[ ntk: AccessPolicy='guide://2020/oc-ntk.aces']">

<sch: assert test="ntk:Profil eDes='gui de://2020/ oc-

nt k. des.v1l' ">
[ OC- NTK- 1 D- 00001] [Error] The OC- NTK Profil e DES nmust be [guide://
2020/ oc- nt k. des. v1].
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.2 - JIRules/OC-NTK_ID_00002.sch

Rule Description: OC-NTK-ID-00002 [OC-NTK-ID-00002][Error] If the Access Profile has a
value with a vocab specified as [urn:us:gov:ic:cvenum:usagency:agencyacronym], then the
value of the Originator must be a term from the USAgency CES. Human Readable: If the
Access Profile specifies agency values as being of the namespace
urn:us:gov:ic:cvenum:usagency:agencyacronym, the originator specified must be defined in the
USAgency CES.

Code Description:

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="Al Il owabl eUSAgencyVal ues" i d="0C- NTK-|D- 00002" >

<sch: par am nanme="cont ext "

al ue="ntk: AccessProfil e[ ntk: AccessPol i cy="guide://2020/ oc-ntk. aces' ]
[ nt k: AccessProfil eVal ue[ mat ches( @t k: vocabul ary, ' “urn: us: gov:ic: cvenum usagenc
:agencyacronynt' )]]/
nt k: AccessProfil evVal ue[ mat ches( @t k: vocabul ary, ' ~urn: us: gov:ic:ntk: profile:oc:
originator$' )]"/>
<sch: param nane="searchTerm' val ue="."/>
<sch: param nane="err Msg"
val ue="" [ OC- NTK- | D- 00002]
[Error] If the Access Profile has a value with a vocab specified as
[urn:us:gov:ic:cvenum usagency: agencyacronyni, then the value of the
Originator nust be a termfromthe USAgency CES. Hurran
Readabl e: |f the Access Profile specifies agency val ues as being of the
namespace urn:us:gov:ic:cvenum usagency: agencyacronym the
ori gi nator specified nust be defined in the USAgency CES.
s
</ sch: pattern>
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2.3 - ./IRules/OC-NTK_ID_00003.sch

Rule Description: OC-NTK-ID-00003 [OC-NTK-ID-00003][Error] The value in the
@ntk:vocabulary attribute must exist in CVEnumOcNtkVocab.xml. Human Readable: The value
specified for the vocabulary must exist in the OC-NTK vocab CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (OC-NTK_XML.sch), which reads values from a
specific CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="Validat eTokenVal ueskxi st encel nLi st" i d="0C- NTK-1D- 00003" >

<sch: par am nanme="cont ext "

al ue="ntk: AccessProfil e[ ntk: AccessPol i cy="gui de://2020/ oc-ntk.aces']/
nt k: AccessProfil eVal ue"/ >
<sch: param name="searchTernLi st" val ue=" @t k: vocabul ary"/ >
<sch: param nane="1ist" val ue="$vocablList"/>
<sch: param nane="err Msg"
val ue="" [ OC- NTK- 1 D-00003] [ Error] The
alue in the @tk:vocabulary attribute must exist in
CVEnumOcNt kVocab. xmi . Human Readabl e: The val ue specified
for the vocabulary must exist in the OC NTK vocab CVE. >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.4 - JIRules/OC-NTK_ID_00004.sch

Rule Description: OC-NTK-ID-00004 [OC-NTK-ID-00004][Error] It is not valid to have
urn:us:gov:ic:orcon:usa as there is a defined list of values for US Agencies. The namespace for
that list is urn:us:gov:ic:cvenum:usagency:agencyacronym. Human Readable:
urn:us:gov:ic:orncon:[a-z]{3} is for use in cases where agencies are not defined. USA has a
defined list of agencies and the namespace urn:us:gov:ic:cvenum:us:agency:agencyacronym
must be used for USA agencies.

Code Description: Fail on any vocabulary in the OC-NTK Access Profile that has
urn:us:gov:ic:orcon:usa.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:

Thi s docunent is being nade available by the Intelligence
Communi ty Chief Information Oficer

to Federal, State, Local, Tribal, and Foreign Partners and
associ ated contractors. Approval for

any further distribution nust be coordinated via the Intelligence
Communi ty Chief Information

O ficer, Mssion Engagenent Division at standardssupport @ini. gov--
>
<sch: pattern id="0C NTK-I| D 00004" >

<sch:rule
cont ext ="nt k: AccessProfil e[ ntk: AccessPol i cy=' gui de:// 2020/ oc-ntk. aces']/
nt k: AccessProfil evVal ue[ @t k: vocabul ary="urn: us: gov:ic:orcon:usa']">
<sch: assert test="fal se()">

[ OC- NTK-1 D-00004][Error] It is not valid to have
urn:us:gov:ic:orcon:usa as there is a defined

list of values for US Agencies. The nanespace for that list is
urn: us: gov:ic: cvenum usagency: agencyacr onym

Human Readabl e: urn:us:gov:ic:orncon:[a-z]{3} is for use in
cases where agencies are not defined. USA has
a defined list of agencies and the namespace
ur n: Us: gov: i c: cvenum us: agency: agencyacr onym nust be used
for USA agenci es.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 6



UNCLASSIFIED
OC-NTK Schematron 6 September 2013
Guide

2.5 - ./IRules/OC-NTK_ID_00005.sch

Rule Description: OC-NTK-ID-00005 [OC-NTK-ID-00005][Error] If the Access Profile has a
value with a vocab specified as [urn:us:gov:ic:cvenum:usagency:agencyacronym], then the
value of the authorized disseminator must be a term from the USAgency CES. Human
Readable: If the Access Profile specifies agency values as being of the namespace
urn:us:gov:ic:cvenum:usagency:agencyacronym, the authorized disseminator specified must be
defined in the USAgency CES.

Code Description:

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="Al Il owabl eUSAgencyVal ues" i d="0C- NTK-|D- 00005" >

<sch: par am nanme="cont ext "

al ue="ntk: AccessProfil e[ ntk: AccessPol i cy="guide://2020/ oc-ntk. aces' ]
[ nt k: AccessProfil eVal ue[ mat ches( @t k: vocabul ary, ' “urn: us: gov:ic: cvenum usagenc
:agencyacronynt' )]]/
nt k: AccessProfil evVal ue[ mat ches( @t k: vocabul ary, ' ~urn: us: gov:ic:ntk: profile:oc:
aut hori zedDi ssen$' )] "/ >

<sch: param nane="searchTerm' val ue="."/>

<sch: param nane="err Msg"

val ue="" [ OC- NTK- | D- 00005]
[Error] If the Access Profile has a value with a vocab specified as
[urn:us:gov:ic:cvenum usagency: agencyacronyni, then the value of the
aut hori zed di ssem nator must be a termfromthe USAgency
CES. Human Readable: If the Access Profil e specifies agency
al ues as being of the namespace
urn: us: gov:ic:cvenum usagency: agencyacronym the authorized di ssem nator
speci fied nust be defined in the USAgency CES. >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.6 - ./IRules/OC-NTK_ID_00006.sch

Rule Description: OC-NTK-ID-00006 [OC-NTK-ID-00006][Error] The OC-NTK Profile DES must
have one and only one Access Profile Value with a vocabulary of
urn:us:gov:ic:ntk:profile:oc:originator.

Code Description: Every ntk:AccessProfile with an ntk:AccessPolicy of [guide://2020/oc-
ntk.aces], we verify that it has one and only one ntk:AccessProfileValue element with an
@ntk:vocabulary of [urn:us:gov:ic:ntk:profile:oc:originator].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern i d="0OC NTK-1D- 00006" >

<sch:rul e
cont ext =" nt k: AccessProfil e[ ntk: AccessPolicy="'guide://2020/oc-ntk.aces']">
<sch: assert
t est ="count (nt k: AccessProfil eVal ue[ mat ches( @t k: vocabul ary,
Aurn:us:gov:ic:ntk:profile:oc:originator$)]) = 1">
[ OC- NTK- 1 D-00006] [ Error] The OC-NTK Profile DES nust have one and

only one

Access Profile Value with a vocabul ary of
urn:us:gov:ic:ntk:profile:oc:originator.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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Chapter 3 - Abstract Patterns

All of the Abstract Patterns for OC-NTK are listed in this section. These patterns may depend
strongly on variables defined in the Schematron Schema section.

This document has been approved for Public Release by the Office of the Director of
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3.1 - .//[Lib/ValidateTokenValuesExistencelnList.sch

Rule Description: ValidateTokenValuesExistencelnList
Code Description:

Schematron Code:

<!--
This abstract pattern checks to see if an attribute of an el enent exists
in alist or matches the pattern defined by the |ist.

$cont ext := the context in which the searchVal ue exists
$searchTernlList := the set of values which you want to verify is in the

$li st :=the list in which to search for the searchVal ue
= the error nessage text to display when the assertion

Exanpl e usage:
<sch: pattern is-a="ValidateVal uekxi stencel nList" id="IRM | D _00027"
xm ns: sch="http://purl.oclc.org/dsdl/schematron">
<sch: param nanme="context" val ue="@smrel easabl eTo"/>
<sch: param nane="searchTer nLi st" val ue="."/>
<sch: param nanme="1ist" val ue="$rel easabl eToLi st"/ >
<sch: param nanme="err Msg" val ue=""'
[ SM 1D 00265][Error] Any @smrel easabl eTo mnust
be a val ue in CVEnum SMRel To. xmi .
Ce s
</ sch: pattern>

Not e: $i so4217TrigraphList is defined in the nmain docunent, |RM XM. xm .

-->
<sch:pattern abstract="true" id="ValidateTokenVal ueskxi st encel nLi st">

<sch: rul e context="%$context">
<sch: assert test="every $searchTermin
t okeni ze(normal i ze- space(string($searchTerniist)), ' ')
satisfies $searchTerm = $list or
(sone $listTermin $list satisfies (matches(nornalize-space($searchTerm,
concat (' ,$listTerm'$')))) "
flag="error">
<sch: val ue-of sel ect="%err Msg"/>
</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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Chapter 4 - Schematron Schema

The top level Schematron file for OC-NTK is in this section. This file imports all of the others and
also defines many global variables they are all dependent on.

This document has been approved for Public Release by the Office of the Director of
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4.1 - ./IOC-NTK_XML.sch

Rule Description:

Code Description:

Schematron Code:

<?l CEA master?><!-- Notices - Distribution Notice:
Thi s docunent is being nade available by the Intelligence
Communi ty Chief Information Oficer
to Federal, State, Local, Tribal, and Foreign Partners and
associ ated contractors. Approval for
any further distribution nust be coordinated via the Intelligence
Communi ty Chief Information
O ficer, Mssion Engagenent Division at standardssupport @ini. gov--
>
<sch: schema queryBi ndi ng="xslt2">
<sch:ns wuri="urn:us:gov:ic:cve" prefix="cve"/>
<sch:ns uri="http://ww.w3. org/ 1999/ xl i nk" prefix="xlink"/>
<sch:ns uri="urn:us:gov:ic:isnf prefix="isnl/>
<sch:ns uri="urn:us:gov:ic:ntk" prefix="ntk"/>
<sch:ns uri="http://ww.w3. org/ 2001/ XM_.Schema" prefix="xs"/>

<l oo dkkkkkkkkkkhkhkhkhhhkhhhhhhhhhhhhhhhhhhhhk ->

<l-- * Abstract Rule and Pattern I|Includes * -->
<!__ IR R R SR S S R S S I R R I I R S R R R S R R I I S S -->
<sch:include href="./../USAgency/Li b/ Al | owabl eUSAgencyVal ue. sch"/ >
<sch:include href="Lib/
al i dat eTokenVal uesExi st encel nLi st. sch"/>
<sch:include href="./../1CIDLib/
ICldentifierRestrictions.sch"/>

<I-- (U Resources -->
<sch:l et nane="vocablLi st"
val ue="docunment (' ../../ CVE OC NTK/
CVEnumOcNt kVocab. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >

<l __****************************__>

<l-- (U OC-NTK ID Rules -->

<| _okkkkkkkkkkkkkkkkkkkkkkkkkkkk_ >

<l--(U -->
<sch:include href="./Rul es/ OC-NTK | D_00001. sch"/>
<sch:include href="./Rul es/ OC-NTK_ | D_00002. sch"/>
<sch:include href="./Rul es/ OC-NTK | D 00003. sch"/>
<sch:include href="./Rul es/ OC-NTK_ | D_00004. sch"/>
<sch:include href="./Rul es/ OC-NTK | D _00005. sch"/ >
<sch:include href="./Rul es/ OC-NTK_ | D_00006. sch"/>
</ sch: schema>
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Chapter 5 - Removed Rules

There are no rules that have been removed for OC-NTK.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 13



	OC-NTK Schematron Guide
	Table of Contents
	Chapter 1 - Introduction
	1.1 - Purpose

	Chapter 2 - Rules
	2.1 - .//Rules/OC-NTK_ID_00001.sch
	2.2 - .//Rules/OC-NTK_ID_00002.sch
	2.3 - .//Rules/OC-NTK_ID_00003.sch
	2.4 - .//Rules/OC-NTK_ID_00004.sch
	2.5 - .//Rules/OC-NTK_ID_00005.sch
	2.6 - .//Rules/OC-NTK_ID_00006.sch

	Chapter 3 - Abstract Patterns
	3.1 - .//Lib/ValidateTokenValuesExistenceInList.sch

	Chapter 4 - Schematron Schema
	4.1 - .//OC-NTK_XML.sch

	Chapter 5 - Removed Rules

